SCADA TIA Portal - Conectivitate

e Obiective

e Configurare Web Server

o Realizarea de aplicatii Web Server

e Conectarea la 0 baza de date SQL

e Open Platform Communications (OPC)

¢ Organizarea sarcinilor de lucru

e Parcurgeti cele trei capitole ale cursului.

e In cadrul fiecarui capitol urmariti exemplele ilustrative si incercati sa le realizati
in medul de dezvoltare "Citect".

e Fixati principalele idei ale cursului, prezentate in rezumat.

e Completati testul de autoevaluare.

e Timpul de lucru pentru parcurgerea testului de autoevaluare este de 15 minute.

1.Web Server

Configurare Web Server

Vom dezvolta in continuare proiectul numit Web server 000
In cadrul acestui proiect se va configura un WebServer care va furniza paginile web din

folder-ul: Web _pages

Configurare PROFINET Interface --> Ethernet adressses

: Devices [ T INTIPIr | Ganeral ]r I tags | System constants : Texts
=) ,_l,j f .ddr':“,“ ...... A_
Time synchronzaton & Gt i
= 1 Web_server 000 DOperating mode Interface networked with
B Add news device = Advanced option:
by Devices & networks Intersce aptan: Subpet: | Mot networked
L] _;] .P‘Ll;'._|1 {CPU 1211C DQDCEDCI v Real time settngs Add e subret
b b Ungrouped dedces K eommunication | =
kS Security :-..*mng: Feal time sptians iP protocol
» 32 Crozsdevice funcoons » Port [X1 P1]
] _!.i Comman dats : Vel server access i (&) SetIF address in the project
b 53 Documentation setings » DIGDG S L £
¥ [ Languages & rescurces - A2 ¥ IFaddress: | 192 . 168 .0 .2
¥ [& version contrel interface General Subnetmask: | 255 . 355, 255 . 0O
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¥ i Card ReaderUSE memary Channeld
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B el s (1P address iz set directly at the device
¥ High speed counters (H5C)
b Pulse generators (FTOPWET q PROFINET
AT ALY |
£ L] * | PROFIMET device name iz cet directly at the devies

Configurare Web Server ---> General


../downloads/tia_aplicatii/Web_server_000.zap16
../downloads/tia_aplicatii/Web_pages.rar
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& Devices & networs

Aplicatii Web Server

* ] Web_server_000
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L] :ﬁ Cross-device functions
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¥ :‘ﬁ] Documentation 5=ﬁngs
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Program blocks --> Main

FLC_T[CPU T211C DODODC]

J«Genera-i § 10tags || Systemconstants | Texts
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Communscation load
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~ ETEET
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Autematic update
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¥ Userdefined pages
Dverview of interfaces
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Time of day |
 Protection & Security |

Wb server

General

Automatic update

[l Activate Weeh server an all madules ofthis device
7] Permit access anly with HTES

Update inoeryal:

J"F'ranera_l L IDtags | Systemconstants | Texts |

[+ Enatie autermatic update
i d

* A2
General
= Analeq inputs
Channe|Q
Channe| i
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¥ Highspaed counters (H5C)
¥ Pulse genemtarns (FTOIPYWN

Fal

Starup
Cytle
Communicathan load
Systern and chock memaory
- Web server
General
Autormatic update
Lsar management
[ B er-defined pages

Crverview of interfaces

User-defined pages

mdirl:m]l: |{:'L.'s:rs'.‘-‘r.:i.lnlnu:umentshﬁumrnarinrf[
B e ['.'r'n'd;;ﬁ':m mnene f
Application name: |Start
Status: |
| Generate blocks i Delete block
*  Advanced
Files with dynamic content: | _htm;html
Web DB number: | 333 =7
Fragment DB start number: (334 3]



|Dewce5 |

Web_server_000 » PLC_1[CPU 1211CDUDUDC] *» Program blocks »

5

* ] Web_server D00
B Add new device
gy Devices & networks
~ 1§ PLC_1 [cPu 1211C DODODC]
BY Device configuration
% Online & diagnostics
* |48 Program blocks
-?5 Add new block
L% Main ooy}
P o System blocks
[# Technology objects
':@ External source files
L PLC tags
%l PLC data types
12zt Watch and force tables
(&} Online backups
:ﬁ Traces

v T w v-w v w.w

[ Device proxydata
tes Program info
8] PLC alarm textlists

Definirea Tag-urilor

Vom defini:

T
Main
Mame Data type
Tl ™ Input
2] = Initial_Call Bool

HF i = — =T

* Block title: “Main Program Sweep (Cycle)®

¥  Network 1:

323 —— CTRL DB

4 = Remanence Bool

END

RET_VAL

e 8 TAG-uri PLC de tip bool-ean, cu numele BOO - B0O7 aflate pe intrarile digitale

DIGITAL INPUT 0.0 - 0.7

e 8 TAG-uri PLC de tip bool-ean, cu numele B08 - B15 aflate pe intrarile digitale

DIGITAL INPUT 1.0-1.7.

e 8 TAG-uri PLC de tip bool-ean, cu numele C00 - CO7 aflate pe iesirile digitale

DIGITAL OUTPUT 0.0 - 0.7.

e 8 TAG-uri PLC de tip bool-ean, cu numele C08 - C15 aflate pe iesirile digitale

DIGITAL OUTPUT 1.0 - 1.7.

VVom mai defini tag-urile:

Default value

i &2 G o8 &2

Com

Iritie
=Tru

gy

MWD
"Web_cnt”



Web_server_ 000 » PLC_1 [CPU 1215C DUDUDC] » PLC tags

PLC tags
MName
Comi

Digi
i
k
Loc

ceegeecae

Pentru a realiza pagini Web in care sa accesam mai eficient Tag-urile de mai sus, vom crea
un Program Blocks -- Cyclic Intrrupt in care vom codifica binar-zecimal toate intrarile binare
B01-B15 precum si iesirile digitale C0O0-C15, pentru a face mai eficienta comunicarea intre

Cenn_cnt

Maod_|
Plc_cnt
Web cnt

PLC si paginile web.

"Plc cnt" := "Plc cnt" + 1;
IF "Plc cnt" > 100 THEN

"Plc cnt"

END IF;

:= 0;

// Calculez valoarea

"Digi" := 0;

IF "BOO" THEN
"Digi" =

END IF;

IF "BO1" THEN
"Digi" :=

END IF;

IF "BO2" THEN
"Digi" =

END IF;

IF "BO3" THEN
"Digi" :=

END IF;

IF "B0O4" THEN
"Digi" =

END IF;

IF "BO5" THEN
"Digi" =

END IF;

IF "BO6" THEN
"Digi" :=

END IF;

"Digi"

"Digi"

"Digi"

"Dj_gj_"

"Digi"

"Digi"

"Dj_gj_"

"Digi"

=2 9% TH O

Tag table
list tagun
list taguri
listtagun
list taguni
list taguri
list tagun
list taguri
list tagun

list taguri

Dats type
DWord
Int
DWord
Int

Int

Bool

Int

Int

Imt

@Tags | User consta

Address
%SMD20
G2
%MD24
oA
ShING
%h0
SN0
LSS0
2B

Retain

b ]
NARRNODRDD 3



IF "BQO7" THEN

"Digi" := "Digi" + 128;
END IF;
IF "BO8" THEN

"Digi" := "Digi" + 256;
END_IF;
IF "BO9" THEN

"Digi" := "Digi" + 512;
END IF;
IF "B10" THEN

"Digi" := "Digi" + 1024;
END IF;
IF "B11" THEN

"Digi" := "Digi" + 2048;
END IF;
IF "B1l2" THEN

"Digi" := "Digi" + 4096;
END IF;
IF "B13" THEN

"Digi"™ := "Digi" + 8192;
END IF;
IF "B1l4" THEN

"Digi" := "Digi" + 16384;
END IF;
IF "B15" THEN

"Digi" := "Digi" + 32768;
END IF;

// Activez cele doua led-uri

"k" = "k" + l;
IF "k"™ > 10 THEN

"k" o= 1;

END IF;

IF ("k" MOD ) = 0 THEN
"Cl6" := TRUE;
"C1l7" := FALSE;

ELSE
"Cle" := FALSE;
"Cc17" = TRUE;

END IF;

// Actualizez C0-Cl5 din valoarea "Com"
IF (NOT "Loc") THEN
#vl := "Com";
FOR #j := 0 TO 15 DO
IF (#vl MOD 2) = 0 THEN
#b := FALSE;

ELSE
#b := TRUE;
END IF;
#vl := #vl / 2;
CASE #7j OF
0:
"COO" := #b;
1Ls
"COl" := #b;
23
nco2" — #b;



"CO3" := #Db;

4:

"C04" := #b;
53

"CO5" := #b;
6:

"Co6" := #b;
73

"COT7" := #b;
8:

"C08" := #b;
93

"CO9" := #b;
10:

"Cl0" := #b;
11:

"Cll" := #b;
123

"Cl2" := #b;
13:

13T = #b;
1545

"Cl4" := #b;
153

"C1l5" := #b;

END_CASE;
END FOR;

END IF;

Vom realiza in continuare o pagina Web care acceseaza tag-urile definite.

UMFST - "Emil Palde"” - Facultatea de Inginerie

WebServer Slemens S7 - 1200

| Home | maser|  Setamval] | DwePLC | Oate PLC rpesty | r Trewd | Evempisat® | Lies |
|= i
A00: @ ACL @ I

|[ET=l=le[elelaaa]a[=[=]a]a]a ]
| Com=0 ADI=0 ADI=0

|| Sample no: GB

Com:- 0
|AQD: 0
AQL-0
|| ATD: 2831
1All: 6105

|| AIZ: G084
[l .a13: so84 |

:I # AubOd dring’ Tralan Tuee 2022

Paginile web sunt realizate in HTML si AWP(Automation Web Programming). Comenzile
AWP sunt inserate sub forma de comentarii HTML. Comenzile AWP pot fi plasate in orice



pozitie din fisierul HTML. Cu toate acestea, din motive de claritate, se recomanda plasarea
comenzilor AWP la inceputul fisierului HTML.
Formatul comenzii AWP pentru declararea unei variabile:

<!-- AWP In Variable Name='"Nume var"' -->

Toate variabilele transferate spre CPU trebuie sa fie definite ca AWP_In_Variable.
Variabila este scrisa intre ghilimele duble si incadrate in ghilimele simple (" ... "").
Toate variabilele citite din CPU trebuie sa aiba forma:

:="Nume var":

Sa presupunem ca avem definite PLC Tag-urile:Com, AOO, AOL.
Pagina web set_val.html, care permite modificarea Tag-urilor Com, AOO, AO1 va fi:

<!-- AWP In Variable Name='"Com"' -->
<!-- AWP In Variable Name='"AOQ"' -->
<!-- AWP In Variable Name='"AO1l"' -->

&ltform method="get" action="set val.html">
&ltinput type="submit" value="Modific">
Com &ltinput type="text" name='"Com"'value=':="Com":'>
AOQ &ltinput type="text" name='"AOO0"'value=':="AO0":'>
</form>

Pagina date_v0.html este un exemplu simplu in care se modifica respectiv se afiseza
vlorile controlate de PLC prin intermediul Tag-urilor definite mai sus.

0
A00! "
AO1! "

Modific
Contor Plc- :="Plc_cnt":
AlO ------- ="Al0";
All ------- ="AIL™
Al2 ------- ="AI2™:

Al3 ------- ="AI3"



Com ------- ="Com":

Digi ------- ="Digi™:
AQOQ ------- ="A00_w":
AO1 ------- ="A01_w"

Afisarea acestei pagini se va face utilizand orice browser in care se apeleaza url-ul:
http://192.168.0.11/awp//index.htm

UMFST - "Emil Palde™ - Facultatea de Inginerie

WebServer Siemens 57 - 1200

Home |  Awor]  Setweval | Dale PLE Dale Plemepetiy | Bl | Teend | Exermpuawe | Liber |

Com| 0
AOD|0
AOL |0
[ Modific |

Contor Plc- 15

ATD s 2832
e 6104
A2 e 605
Y | g 6093
Com ===-==={
Digi - 0
AOD - 0
T s 0

Exgmplu avip

Datele provenite de la PLC sunt dinamice. Pentru a afisa un nou set de date pagina trebuie
reincarcata.
Aplicatia date_r.html afiseaza repetitiv datele provenite de la PLC



Date de la PLC

1 of

Continutul date_v1.html find:

Contor Plc- ="Plc_cnt":

AlQ —- ="Al0":
All —- =AM
Al2 —- =AR"
Al —- =AIR":

Com -—---—- ="Com":

_Dliq_i-l ------ =Dig" _[J

Aplicatia date_r.htmlafiseaza dinamic datele de la PLC insa dezavantajul este ca pagina
"clipeste” la fiecare reincarcare.

Cel mai potrivit ar fi sa folosim tehnologia "Ajax" si sa aducem repetitiv numai datele
nemaifiid necesara reincarcarea paginii.

VVom crea pagina date.html care trimite datele in vederea preluarii acestora prin tehnologia
"Ajax"




3

='Ple_ent":="Al0": ="Al1": . ="Al2":.="AI3".,.="Diai"

o of

Dupa cum se observa valorile Tag-urilor

"Plc_cnt","AlO","AlIL","Al2","AlI3","Digi","Com","AO0_w","AO1_w","Conn_cnt" sunt

trimise sub forma de text delimitate prin separatorl
Aplicatia hmi_ajax.html afiseaza dinamic valoril

UMFST - "Emil Palde" - Facultatea de Inginerie

e primite de la PLC.

WebServer Siemens 57 - 1200

E:rﬁ'r-plu.-'q.'n"."n:'i Liber |

Home Ausor | Setare val ! Dale PLC | Ceale PLC repetiny ! 3 % . Trerd |
4 = ]
m| ™
= Bo
10 '-." &0
] lI'|I LIEE
\
II.\.
\
\
I"I
\

| 32 2833 6104 6004 6094 0:173 554560 i D@-
j2e33  Jletod  feoss  feood [ 123 55 o |

[ Modific |Com| 123 |AOD |55

[AD1 156

Your browser does not support the HTMLS5 canvas tag.
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Clasa voltm fiind: voltm Exemplu de utilizare: ex1

2. conexiune OPC

Capitol realizat cu contributia asist: Tudor Covrig

Configurare IP Calculator

o Se verifica daca PC se afla in aceea?i retea cu PLC-ul:

X Linie de comandi

DUsers\Tudar:p

o Daca cele doua nu sunt in aceeasi retea, se modifica adresa IP a calculatorului:


../../../web_apl/apl_javas/clase/voltm.js
../../../web_apl/apl_javas/ex_voltm.html

1
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 Corfiguare... | Stane mecka: hetivat (_) 52 abbne automat o adesd |
Congsdynea uilizears umdboarses demente: i Durats: 0025851 () 5e uliizearE urmEtoanes adn
| B4 5 Fle and Printer Sharing for Momacft Metweres wl R itk 1.0 Ghes P
| B 8 Npean Packet Diver NFCAP) il R | '
| B Fes Packet Seheduar i [ Deteli. | Masc subeeten:
| ¥ g Intemet Protocel Version 4 (TCPAP4) | . i
| [y, Microscft Netwark Adapter Mulinleror Protocal | i i
| ¥ 5 Microsoit LLD® Protecel Driver ik HRR ey . o
= .1. kemet Protocol Version & [TCPPVE & I : e S abbre a0 ol adresa de
B — m ............................. _I . \ 1‘.’#‘ Server DG proferat:
: . Byl iaaname | 5,275,530 Sarvar DNG ilbisiwitti
Transmissian Conrel Protacel rtemet Protocol. The defaul | .
hocdepriimppeil sl || [Py |@nemcaae) | pigrecs (] ¥abitore setir a esire
| T T ;
Configurare OPC
e Se creaza variabilele tag care urmeaza sa fie exportate:
gt =) g
FEDHTH S
PLC tags
| [Name |Tag table | Data type | Address. Retain | Acc
1 < led1 Default tag table Beool %Q0.0 (] A
2 <@ led2 Default tag table Bool %Q0.1 [ N
3 < led3 Default tag table B Bool [_jé_] %Q0.2 E\ - s
4 <Add new:= [ E
[ )

Se adauga un nou tabel in care se salveaza variabilele pe care dorim sa le exportam

2 Default tag table [35]
» g PLC data types
» [:= Watch and force tables
v &l Online backups
» rf."" Traces
+ [i3 OPC UA communication
i [?] Serverinterfaces
3" Add new server interface

£l proiect




« Se activeaza licenta OPC si se incarca programul in PLC:



e

ety

| General | 10 tags

System constants

| Texts

= OPC LA
zeneral
- SErver
General
Qptions
b Security
w Advanced configuration
DHS configuration
Configuration cantrol
Connechion resources
Querview of addresses
» Runtime licenses

R

OFC UA

Runtime licenses

Instalarea aplicatiei UaExpert

Se descarca aplicatia UaExpert

Se ruleaza aplicatia si se selecteaza meniul ,,Add server” dupa care se adauga adresa

IP a PLC-ului cu care dorim sa comunicam.

Type of required license: | SIMATIC OFE LA 57-1200 batic

Type of purchased license: | SIMATIC OFC UAST-1200 basic

Endpoint Filter: Mo Filter

» A Local

» 21 ServersOnMetwork

] @ Local Metwork

v '@ Global Discovery Server

% < Double click to Add GDS Server... =

Ak =

bl '@ Reverse Discovery

B Enter URL

s

Enter the URL of a computer with discovery service running:

| opc.tep: /192, 168,0. 1]

ot

ek

Cancel

Piscovery. »

-
|

SupportedUserTokenTypes
a Unified Automation Demo Server

Authentication Settings

(®) Anonymous

Se selecteaza ,,None-None (uatcp-uasc-uabinary) ?i ,,Connect Server”:


https://www.unified-automation.com/products/development-tools/uaexpert.html

v O opctop://192.168.0.11

B - Sign luatcp-uasc-uabinary

i} Basic2565ha256 - Sign & Encrypt (uatcp-uasc

Q SIMATIC.S7-1200.0PC-
v [ Documents
[3 Data Access View

Hie  View Server Document  Settings  Help
B % _ K . - b i | Lo P ¥
D eBBB + 0 k% R O

roject : & | Data Access View

v [3 Project # Server Mode Id D
v [ Servers

Se selecteaza ,,ServerInterfaces”, folderul cu denumirea tabelului ce contine
variabilele exportat din PLC (,,proiect”) dupa care se copiaza variabilele in meniul
,Data Access View”. In final, starea acestor variabile poate fi modificata, iar

schimbarea este vizibila Tn PLC.

Project & »  Address Space X
bk fE Project # 4 | Mo Highlight - |
v [A Servers sk DeviceSet -
Q—'} SIMATIC.S7-1200.0PC- ﬁ* PLC
¥ [ Documents ’& Server
.@ Data Access View M) fer'.-'erlnterfaces
» 7] prorect
W lcon
A led]
& |ed2
>l led3
; oy w
Data Access View
# Server Mode Id Display Mame Value Datatype
1 SIMIATIC.ST-120... MSd|Mumeric|2 falze Boolean
2 SIMATIC.ST-120.., M54 |Mumeric|3 false Boolean
3 SIMATIC.ST-120... NS |Mumenc|d falze Boolean




3. Conectarea PLC-ului la baza de date de tip SQL

Capitol realizat cu contributia stud:lordache Andrada-Bianca- AIA IV

Se va realiza in continuare conectarea PLC-ului Siemens S7-1200 la o baza de date de tip
SQL. Pentru a realiza conectarea s-a utilizat libraria LSql, care poate fi descarcata de la
adresa: https://support.industry.siemens.com/cs/document/109779336/connecting-a-s7-1200-
s7-1500-to-a-sql-database-?dti=0&Ic=en-WW

Configurarea PLC-ului:

Se descarca libraria LSql
2. Se creeaza un nou proiect in TIA Portal, unde se adauga configuratia PLC-ului. In

paralel se dezarhiveaza proiectul descarcat si se deschide. Din proiectul descarcat se copiaza
urmatoarele elemente in noul proiect creat:

e "LSql" block folder

e Data block "SqlConfig"

e Data block "SqlCommand”

e Data block "SqlReceive"

e PLC data types folder

e XI1NetworkToSQLServer (din meniul Device and Networks)

1

= Tace:

v Nafucerce projects
LA

v @S0 RC [CrU 181 ] ~
1 Oevice configuration
Onine & diagnossct
® ay LoRasre unm
* o Program bhock:

- i inast

¢ Q)smmend: [D8))
8 “aKondq (D8]
® “attecene [088)

> % iSq! I

» & Yechnology objects
» | Unergy obimets
» o Saeinel source S



https://support.industry.siemens.com/cs/document/109779336/connecting-a-s7-1200-s7-1500-to-a-sql-database-?dti=0&lc=en-WW
https://support.industry.siemens.com/cs/document/109779336/connecting-a-s7-1200-s7-1500-to-a-sql-database-?dti=0&lc=en-WW

Project tree o«

j Devices [

=% [20] 2% | 5@ Network T§ Connections

¥ ] 109779336_SQL_S7_1500_CODE_V21
B Add new device
B T seme
» [ SQL_PLC[CPU 15111 PN]
» 3 Ungrouped devices
» =g Secuntysettings
» '2€ Crozsdevice functions
» 5§ Common data
» [F) Documentation settings
» @ Languages & resources
» L4 Version control interface
» [y Online access
» 59 Card Reader/USB memory

3. Blocul LSqgl_Microsoft este apelat intr-un block ciclic (de exemplu Main) si se
conecteaza intrarile si iesirile conform figurii urmatoare:

%DB4
*LSql_Microsoft_
De*
B2
1Sql_Microsoft”
EN ENO 4
*SqlConfig”. valid —7al:s
enableLSql — enable busy —i faz¢
*5qlConfig". L
connectionSettin - connectionSetti status %
9% — ngs *SqlConfig”.
i i diagnostics
*sqlConfig". diagnostics lagnost
executeSglComm  eyecuteComma dataReceived =2 /5¢
and — nd
*SglCommands”.
sqlCommands[0] — command
*SqlReceive”.
data.bytes — data

Acest bloc este controlat prin intermediul intrarilor "enableLSgl" si "executeSqlCommand".
Astfel cand intrarea "enableLSql™ este setata "TRUE" se realizeaza conexiunea la baza de
date iar cand "executeSqlCommand" este setata "TRUE" se executa query-ul selectat.

4. Se seteaza urmatorii parametrii in blocul de date SqlConfig:



he_LicentadatabaseDatallase_TestOatallase_Test

Project €St Vew Wsen Onine Options Tok Wndow  Melp

G 3 sevepoiet B XS X Ot FHHED Soooee Jouie DR x | ) "
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" S|P LB E " reepacnalveker gy trapthat % W Copysnepihonioimneiuer . (B Losd stmusies os scnal vake: B, @)
SqiCentig
® _] Oatabaze_Test ~ tame Dota type Soar valve Reten Accesuble!_ Wema_ Viebiew _ Sewoet  Comment
I Add new devce Q> Sew 1
2 Devices & networt I Qe v comemontemng:  LigLnpeConnect = ~ ~ 4
~ 8 MCY [O 1215C DGOCDC] I O v v oimerbeceSemings  WON_W_ v v v
BY Device contguraton Q redscent AN v v o
G/ Online & diagnostcs e o CoNN_OuC 16210 v v v
a Connectonlype Spte Vv v v
« ActweEstabiah_ Sool mwe v v v
' Q * v Remoterddress PV ~ 1% v
v a . v ADOR Aray() 4] of Byre v ~ v
0 Q ADON] By 192 v v v
1 Q ADDR(Z]  Byte 168 v v v
3 ACOR(3| Byt ° v v v
rQ ADON4]  Eye 109 v v v
‘Qa femotePon Uit 143 v v ~
LS ] LecalPort Ut v v v
£ v v legrinkrmezon  “LSglLoypeloginnt v/ v v v
ra . hasNeme Swng v v v
"a vielame Swing SOK_$71200 v v v
o possword Sowng Iqlepress > v v
0 Q pptame 30y Tatabase Test v v &
ta tereame  Sying SOUDPRESS v v v
2 a Steantiarme Jmng v v Vi
' Q foce! Somg v v v
‘{a Zetabasetiame Soong SQUomAC v v v
» "D OFC UA communcanen 5 a Song vl v v
» i Device prow dats * Q9 Sving v v v
9 Pregram edo a changePassword Somng ~ v v
&) PLC parrn et st s Qe sql o0t 0 1~ - v = nebles Lsgf block (3tarts connecsion and logi
» [ Lecal modules Wae-~ “LoqlypeDugn; m) ~ v &
» (23 HMLT {1700 Comen] wa . 5 waord v
BY Device conbguration na sbincticniune  Word v
%/ Onbne 8 dagnostx a Tatetumser Oint v
¥ Suntee semng: Q- owcesgiommand  Sool R =~ ~ i~ = ©gger 1o esrcute » tingle 13} command, Ene

Configurarea Server-ului Microsoft SQL Server Express
Se descarca si se instaleaza Microsoft SQL Server Express basics de la adresa:

https://www.microsoft.com/en-US/download/details.aspx?id=55994

Se descarca si se instaleaza Microsoft SQL Server Management Studio

https://docs.microsoft.com/en-us/sgl/ssms/download-sgl-server-management-studio-
ssms?view=sqgl-server-ver1l5

Loggarea in SQL server

1. Porniti Microsoft SQL Server Management Studio
2. Deschideti meniul "Properties" a SQLEXPRESS


https://www.microsoft.com/en-US/download/details.aspx?id=55994
https://docs.microsoft.com/en-us/sql/ssms/download-sql-server-management-studio-ssms?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/ssms/download-sql-server-management-studio-ssms?view=sql-server-ver15

Object Explorer
Connect= ¥ *§
Sl 1 KMT\SQLEXPR PRy
= Databases Connect..
® Security Disconnect
I Server Objects Register...
[ Replication
= PolyBase Mew Query
£ Managemer.1t Activity Monitor
® €] XEvent Profiler
Start
Stop
Pause
Resume
Restart
Palicies ¥
Facets
Start PowerShell
Azure Data Studio »
Reports
Refresh @ )
Praperties =

3. In meniul Security activati "SQL Server Authentication Mode" si confirmati modificarile

B SeverProperties - KMT\SQLEXPRESS - m] X

Selectapage
F Genesal
& Memory

P
: s Setver authentication

: g‘”‘m""‘ O Windows Authentication mode
alabase

1
& Advance \/ ®),50L Sorver and Windows Authontication modo
F Pemissions

4. Creati un nou user: Security > Logins > New Login

IT Scipt ~ @ Help



- ~

Object Explorer v+ o X

Connect~ ¥ *§ »w 7 ¢
= @ KMT\SQLEXPRESS (SQL Server 14.0.1000 - |

- Databases )
= Security 1) v )
1 Se New Login... ~ il
M Cr Filter >
Ay
‘ Start PowerShell
B Se
Server Reports ,
* Replic
1 PolyB; Refresh
5. Selectati SQL Server authentication si adaugati un user name si o parola
B Login - New B
Select apage ' .
# General L Scipt ~ @ Help )
K Server Roles : ;
: SeocMepR0 Login name: lsaLsms0  ~ |
Securable
* s::; s O Windows authentication
(®) SQOL Server authentication ) |
Password: [oooooooooo e .:, !:}
Confirm password: [ooooooooool © /——]

Asigurati-va ca user-ul creat are dreptul de a accesa baza de date



Dibject Explorer
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Setarea portului pentru SQL server

1. Se deschide “Microsoft SQL Server Configuration Manager” si se cauta “Protocols for
SQLEXPRESS”. Se deschide TCP/IP
"a Sql Server Configuration Manager
File Action View Help

o 2Bz H

Tﬁ SQL Server Configuration Manager (Local) || protocol Name Status
El SQ'L' ZN“ :‘ervlcerskc - S ¥ Shared Memory  Enabled
i SQL Server Network Configuration (32bit| ¥~ Named Pipes Disabled

» 2 sSQL Native Client 11.0 Configuration (32}

v § sQL Server Network Configuration & I8 2 Esatied
&= Protocols for WINCC J
& Protocols for SQLEXPRESS :
. 8 SQL Native Client 11.0 Config
2. Se activeaza TCP/IP
TCP/IP Properties

-~
X

Protocol 1P Addresses

B General |

Enabled No L
Keep Alive lves i
Listen All No |

3. Se deschide IP3, se configureaza adresa IP si se seteaza portul 1433. Se activeaza si
apasa OK.



TCP/IP Properties

Protocol IP Addresses

B 1p1

& 1p2

SHTEY
Active Yes
Enabled Yes
IP Address 192.168.0.30
TCP Dynamic Ports 0
TCP Port 1433

B 1y

B ps

e B

4. Se restarteaza server-ul SQL.

B Saf Server Configuration Manager
File Acion View Help
- 2 B o00e
3 5L Server Configuration Manager fLocal) Name Sate Start Mode Log On As
U SQU Server Services
4 50U Server Network G
B QL Native Client 11
350t Server Network
£ SQUNative Client 110 Configuration

1 Server Browser  Stopped

guration (32t

i
nfiguration (32b
R i Other (Boct. System,

nfiguration

5. Se deschide wf.msc

Best match

o™ wimsc

Search school and web
) wimsc
wimsc command
0 wimsc turn of firewall
wi.msc location
2 wimsc download

> wimsc firewall dns

D wi.msc function

£ wimsd

Other (Boot System..  NT AUTHORITYWL.OC.

Process 1D Service Type

0 SOL Agent

6. Seadauga o noua regula in sectiunea “Inbound Rules” > “New Rule”



@ Window
File Acion View Help
o 2am = Bm

@ Vo i vt i [
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) Predefined:
@FewalAR 91 20200
Rule that controls connections for 8 Windows expenence.
O Custom
Custom nde
<o o
T MIGSE0TT e USSP Privats Yes
@ Microsoft Office Outlook Private  Yes v
< > < >

7. Se selecteaza “Port” > “TCP” > “Specific local ports: 1433” > “Allow the connection”
> “Domain, Private, Public” > Finish

Stegn: e
» R Typm What type of nube woukd you e 10 Omite ¥ @ Rn Tree Do Pon ade sty e TOP o LDP?
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8. Serepeta pasul 7, dar de data aceasta se creeaza 0 noua regula pentru portul 1434,
UDP:

WP New Inbound Rde Wizad

Protocol and Ports
Specly P prosooohs and pons 16 whah The hie sppies

Shegn.
. Type Does tha ade aply 1o TCP or LDPY

¢ Potood and Pote w©cr

o Ason * uor

o Profle

»

o Dot thie e scoly 83 ol local pos or somclic kool pota?
) N Jocal ports
* Speclic koca ports s

Exavgle 80 443 50005010

9. Urmatoare regula care trebuie creata este “Custom Rule”, astfel selectam “New Rule”
>”Custom rule” > “Customize...” > “Apply to this service” . Se apasa OK si Next

pana la final.

Exemplu aplicatie de scriere in baza de date



Dupa ce s-au realizat pasii descrisi anterior, se deschide Microsoft SQL Server Management
Studio si se acceseaza baza de date creata

1. In interiorul bazei de date se creaza un nou tabel de forma celui prezentat in figura
urmatoare, cu numele “PLCDATA1”

¢ DESKIOP-E4SMEVISQUEXPRESS SQLFromPLC - dbo PLCDATAT - Macroscht SR Server Management Studss
Fle Edt \View Project TableDeugner Tooks  Window Help

0-0|8- - LR BNy RR22Q - -{B] - RpED-,
Obyect Explores -0 x o1
Connect= § ¥ YO+ Calumn Name Data Yype Alow Nufis
B 1521600, 109\ SQUEXPRESS (SCR Server 15.0.2000 - sa) InfVeiuet " =)
Catabeses \ntValuel ot 2
Syvtem Databases » | lonvenses - 2

Datsbare Snaphcts
W SQUFreedtC
Database Diagram

 Hew ’ [ Table
£ Fiter 5 Mermeey Optmuzed Teble.
1]
Temporsl Tabde .
4 G Start PowerShell
= 4 Geaph Table »
: B A Repets = External Table..
Vil Refresh File Tobde

ExterniT TR
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Programemabedey
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Steeage

5 W Secury

Secuny
Serces Objects
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PotyBare

5 Manszemnent

3 [F] XEvert Prefier

2.
3. In proiectul creat se adauga un bloc de tip “Function Block™ iar ca limbaj se selecteaza SCL



"Add new block X

Name: )
ConvertBlock

Language: SCL v
% Number: —ﬂ
Organization (O Manus!
RISCS (®) Automatic
t Description:
Function blocks are code blocks that store their values permanently in instance datas blocks,
Function block =0 that they remain available after the block has been exscuted.

3

Function

Data block

more...

> | Additional information

[V Add new and open f oK 1| Cancel

4. Functia se completeaza cu urmatoarele date si se apeleaza in Main

#sep ="

#close =)'

#data :='insert into PLCDATAL values(';
#datalstr := INT_TO_STRING(IN := #datal);
#data2str := INT_TO_STRING(IN := #data2);
#data3str := INT_TO_STRING(IN := #data3);

#data := CONCAT_STRING(IN1 := #data, IN2 := #datalstr);
#data := CONCAT_STRING(IN1 := #data, IN2 := #sep);
#data := CONCAT_STRING(IN1 := #data, IN2 := #data2str);
#data := CONCAT_STRING(IN1 := #data, IN2 := #sep);
#data := CONCAT_STRING(IN1 := #data, IN2 := #data3str);
#data ;= CONCAT_STRING(IN1 := #data, IN2 := #close);
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5. Seadauga HMI-ul in proiect si se conecteaza la PLC




6. Se adauga urmatoarele HMI tags

7.

| X1NetworkToSQLServer |

PLC_1
CPU 1215C

HMI_1

TP700 Comfort

P .

_H

{PNAE_1 |

[@MMags [Sntem e |

vy or3 B

™ g
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In Root Screen de adauga urmatoarele elemente



DataBase_Test » HMI_1 [TP700 Comfort] » Screens » Root screen

BI USA::E: Asps g =:—: Bes Zslllsmis F1.2017

SIEMENS SIMATIC HMI

Root screen

Start DB

8. Elementele de tip “I/O Field” se conecteaza cu datele de intrare ale functiei create si se
modifica tipul elementului > “Input”



Jatallase_Test » HMI_Y [TP700 Comfort] » Screens »

Thsme 251 BT USNKLE: As e e =2 —s Bas Bellleg: Tl
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9. Pentru butonul de “Start” se adauga un eviniment de tip “Click”, pe care se adauga functia

“SetBit” la care ii se atribuie tag-ul “enable_db”. Acest tag se conecteaza cu tag-ul din PLC
conform figurii.

L2 HMY [TP700 Comdort] » Screems

- EX
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LT HE X

i

Press - Coma
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Cencrame 4

Changs

<l >




10. Pentru switch se adauga pe evenimenul “Switch ON” functia SetBit si ii se atribuie tag-ul
write_to_db. Pe evenimentul “Switch OFF” se adauga functia “ResetBit” careia ii se atribuie

tag-ul “write_to _db”

Tty d
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}
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11. Seincarca programul creat in PLC si in HMI si se testeaza astfel: se apasa butonul “Start
DB” > se inscriu valorile dorite > se comuta switch-ul in pozitia ON > se cauta inregistrarile
in baza de date.

Rezumat

e \Web server
Formatul comenzii AWP pentru declararea unei variabile:

<!-- AWP In Variable Name='"Nume var"' -->

Toate variabilele citite din CPU trebuie sa aiba forma:

:="Nume var":

o of

¢ Rezultate asteptate
Dupa studierea acestui modul, ar trebui sa cunoasteti:

e Cum sa configurati Web_server-ul
e Cum sa realizati o pagina web HTML in care sa includeti comenzii AWP
e Sarealizati aplicatii WEB-SCADA

e Termeni esentiali
Termen Descriere
SCADA Supervisory Control And Data Aquisition



OPC Open Platform Communications

SQL Structured Query Language
SCL (Structured Control ~ Limbaj pentru programarea PLC-urilor de tipul
Language) SIMATIC S7-1200/1500
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